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Smart Brussels - smarter hackers

- about 200,000 vulnerable traffic control sensors were installed in important
cities, around the world such as Washington DC, New York, Seattle, San
Francisco, London, Lyon, and Melbourne

- Mostnew devices are wireless (such as traffic and surveillance cameras, smart
meters streetlights, traffic lights, smart pipes, sensors, and so on), which
makesthem easyto implementbut also easier to hack if communication is not
properly encrypted

- Lack of City Computer Emergency Respdiesans, specific CERdiscities and
states.

- Large and Complex AttaSurfaces

- Patch Deployment Issues

- Insecure Legacgystems

- Simple Bugs with Huge Impact

- Notime tolose

- Lack of CybeAttack Emergency Plans
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Constantly Under Attack
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Source : Unit42, PWildfire, ThreatTrend December 2014
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Constantly Under Attack
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Understanding thehreat in cyberspace
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Global Threat Map Today
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Botnet C&Cs

Index ASN Name Country | IPs HE Rank | HE Index
9715 50465 | IQHost Lid RU 25 157.0
8284 | 56617 | SIA"VPS Hosting” LV 51 1200
6654 61322 | SotakInteractive ZAQ RU 201 78.2
5B2.6 29182 | ISPsystem RU 5 2420
4414 57010 | IT House Ltd. RU 184 820
3995 | 26230 | Telecom Ottawa Limited =) 530 528| Tps HE Rank | HE Index
3985 | 43355 | UPLTelecomsr.o iz 420 591 T q13s568| 6| 2395 |
3018 | 38731 | Vietel - CHT Compamy Ltd | VN 94 1018 | ~ sgs60 | 71 2197]
2908 | 8069 | Microsoft Corp us 0 261 706 156,028 3 2891
2BB5 | 47900 | Art-master LLC A 256 1,062 347 28416 1 2912
12,288 16 168.7
6101 | 12824 | home.pl PL 204,800 8 2115
5982 | 33182 | HostDime.com, Inc. us 78,848 3 2487
528.1 25504 | Vautron Rechenzentrum AG | DE 22,784 14 179.0
468.8 31034 | Aruba S.pA. T 145,664 4 2456
4584 | 41079 | SuperHost.pl PL 4,608 3z 1422
Source : Hostexploit, March 2015
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ToAvoid

This operating system is locked due to the violation of the federal laws of
the United States of America! (Article 1, Section 8, Clause 8; Article 202;
Article 210 of the Criminal Code of U.S.A. provides for a deprivation of
liberty for four to twelve years.)

Following violations were detected:

Your IP address was used to visit websites containing pornography, child
pornography, zoophilia and child abuse. Your computer also contains
video files with pornographic content, elements of violence and child
pornography! Spam-messages with terrorist motives were also sent from
your computer.

This computer lock is aimed to stop your illegal activity.

To unlock the computer you are obliged to pay a fine of $200.

You have 72 hours to pay the fine, otherwise you will be arrested.

You must pay the fine through

To pay the fine, you should enter the digits resulting code, which is
located on the back of your' in the payment form and press
OK (if you have several codes, enter them one after the other and press
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Botnet Relevance for Business
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Cyber Criminal Business Opportunities

France Email Database 1 million” ™" *~" PRICE LOWERED!
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Application Securitg Mobile - Privacy

APPS COLLECT YOUR INFORMATION

MOST APPS COLLECT DETAILED INFORMATION ABOUT WHERE YOU GO AND WHAT YOU DO WITH YOUR DEVICE

82% 64% 59% 55% 26% 26

READ YOUR KNOW YOUR TRACK LAST CONTINUOUSLY READ THE APPS KNOW YOUR SIM
DEVICE ID WIRELESS CARRIER KNOWN LOCATION TRACK LOCATION YOU USE CARD NUMBER
KNOW YOUR ACCOUNT
INFORMATION
COLLECT LOCATION TRACK SOMETHING TRACK WHEN YOU USE
YOUR PHONE

Source OWASPAppvigil 2015¢ Android security L& S [E C

Attribution?

Financial This involves criminals — often highly organized and well-
Crime & funded using technology as a tool to steal money and other
Fraud assets.

Theft of IP is a persistent threat carried out by commercial
Espionage competitors or state intelligence services seeking to use the IP to
advance their R&D or gain business intelligence.

This can take place between states, or may involve states
attacking private sectors organizations, especially -critical
national infrastructure such as energy & telecoms.

This threat overlaps with warfare. Attacks are undertaken by
Terrorism (possibly state-backed) terrorist groups, again targeting
either state or private assets.

Again this may overlap with some other categories, but the
attacks are undertaken by supporters of an idealistic
cause— most recently the supporters of WikiLeaks.
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Notonly 2

SMART THERMOSTATS

29

Save resources and
money on your heating
bills by adapting to
your usage patterns
and turning the
temperature down
when you're away from
home.
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FFAOS

CONNECTED CARS

Tracked and rented
using a smartphone.
Car2Go also handles
billing, parking and
Insurance automatically,

loTon therise
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ACTIVITY TRACKERS

% BASIS

Continuously capture
heart rate patterns,
activity levels, calorie
expenditure and skin
temperature on your
wiist 2477,
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SMART OUTLETS

"% belkin

Remotely turn any
device or appliance on
or off, Track a device's
energy usage and
receive personalized
notifications from your
smartphone

Source {oTInfographic 2014
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PARKING SENSORS

STREETLINE

Using embedded
street sensors, users
can identify real-time
availability of parking
spaces on their phone
City officials can
manage and price
their resources based
on actual use.
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