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Brussels information security accelerregion

Secur-IT Innoviris Strategic Platform

Ulrich Seldeslachts , 

Brussel, September 8th, 2015
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Smart Brussels - smarter hackers

Sources : Akamai, HP
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- about 200,000 vulnerable traffic control sensors were installed in important 
cities, around the world such as Washington DC, New York, Seattle, San 
Francisco, London, Lyon, and Melbourne 

- Most new devices are wireless (such as traffic and surveillance cameras, smart 
meters, street lights, traffic lights, smart pipes, sensors, and so on), which 
makes them easy to implement but also easier to hack if communication is not 
properly encrypted.

- Lack of City Computer Emergency Response Teams, specific CERTs for cities and 
states. 

- Large and Complex Attack Surfaces 
- Patch Deployment Issues
- Insecure Legacy Systems
- Simple Bugs with Huge Impact
- No time to lose
- Lack of Cyber Attack Emergency Plans
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Source : Unit42, PA Wildfire, ThreatTrend December 2014

PossibleOrigin

AvgMaliciousSessions/ dayper vertical

Constantly Under Attack

Sources : www.botvrij.beςdigitalattackmap.com

Source : GlobalThreatMapToday
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http://www.botvrij.be/
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Constantly Under Attack

Sources : www.botvrij.beςdigitalattackmap.com
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Understanding the threat in cyber space
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Global Threat Map Today

Source : Hostexploit, March 2015
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To Avoid
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Botnet Relevance for Business

Source : various, GoDaddy, Checkpoint© Leaders in Security ςLSEC, 2015, Public ςClosed User Group Distribution,  p 9

Cyber Criminal Business Opportunities

Source : McAfee, Cybercrime Exposed, October 2013© Leaders in Security ςLSEC, 2015, Public ςClosed User Group Distribution,  p 10



LSEC - Leaders in Security dinsdag 8 september 2015

Private & Confidential 6

Application Security ςMobile - Privacy

Source : OWASP, Appvigil, 2015 ςAndroid security 

Attribution?

Source : PWC, March 2013© Leaders in Security ςLSEC, 2014, Public, p 12
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Not onlyƻŦŦƛŎŜ ǇŎΩǎ

Source : IoTInfographic, 2014
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IoTon the rise
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